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Whoami

• Working at NIL part of Conscia
• SOC and offensive security offerings 

• A pentester, a security researcher and consultant,  a 
defender and again offensive security oriented

• I love the challenge

https://github.com/rashimo@r4shimo danijel-grah-05840664
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Back then … No CVE‘s

• More then 10 years ago I found major issue in modems of 
a popular ISP 

• We approached them gentle 
• They said … 
• No CVE on many occasions
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The story of a Tablet

• A Story about Chuwi Hi 12
• Comes with Windows/Android dual boot image 
• Played and Played
• WinPE USB
• Disk wipe
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SolarWinds

• Wired: The Untold Story of the Boldest Supply-Chain Hack 
Ever

• Kiwi Syslog Server
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The Story of a Tablet
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Kiwi Vulnerability

• Kiwi Syslog Server 
9.7.2.1.

• Unquoted Service Path Vulnerability
• BINARY_PATH_NAME listed, an 

executable named "Program.exe" could 
be placed in "C:\", and it would be 
executed as the Local System next time 
the service was restarted
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• If the filename is a long 
string of text which 
contains spaces and is not 
enclosed within quotation 
marks, the filename will 
be executed in the order 
from left to right until the 
space is reached and will 
append .exe at the

Unquoted Service Path Vulnerability
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The Story of a Tablet (The End ?)

• Another Story about Chuwi Hi 12
• Installed Kiwi Syslog Server
• Could not connect to the tablet
• Checked for privilege escalation 
• Found Unquoted Service Path Vulnerability in Kiwi Syslog 

Server
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Microsoft 365 Defender
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M365 Defender Support
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MDELiveAnalyzer

The script MDEClientAnalyzer.ps1, dropped by MDELiveAnalyzer.ps1, is carefully designed and checks the 
integrity of executables via the Check-Command-verified function which calls the CheckAuthenticodeSignature
function to check the signature of executables. 

July, 2021

Start-BitsTransfer PowerShell 
"version" of BitsAdmin
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The Attack

• Trying to plant a malicious BitsTransfer module (PowerSplanting) 
• The PSModulePath environment variable stores the paths to the 

locations of the modules that are installed on disk.
• MDE $env:PSModulePath content:

• .\WindowsPowerShell\Modules
• C:\Program Files\WindowsPowerShell\Modules
• C:\Windows\system32\WindowsPowerShell\v1.0\Modules
• C:\Program Files\Microsoft Monitoring Agent\Agent\PowerShell\
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Preconditions for the Attack

• The user has permissions to write into one of the following 
directories on the victim machine: 

• .\WindowsPowerShell\Modules
• C:\Program Files\WindowsPowerShell\Modules
• C:\Windows\system32\WindowsPowerShell\v1.0\Modules
• C:\Program Files\Microsoft Monitoring Agent\Agent\PowerShell

• A SOC analyst establishes a Live response session to the victim in 
Microsoft 365 Security Center and runs the "Microsoft Defender for 
Endpoint Client Analyzer" tool
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Preconditions for the Attack

• The module needs to contain 
the necessary arguments 
since from 
MDEClientAnalyzer.ps1 the 
Start-BitsTransfer function is 
called twice like

Start-BitsTransfer -source $webfile -Destination "$DlZipFile" -Description
"Downloading
additional files" -RetryTimeout 60 -RetryInterval 60 -ErrorAction SilentlyContinue

Start-BitsTransfer -Source $WPTURL -Destination "$DlZipFile" -TransferType
Download -Asynchronous
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PowerSplanting/What
C:\Program Files\WindowsPowerShell\Modules\BitsTransfer\BitsTransfer.psm1

.\WindowsPowerShell\Modules
C:\Program Files\WindowsPowerShell\Modules
C:\Windows\system32\WindowsPowerShell\v1.0\Modules
C:\Program Files\Microsoft Monitoring Agent\Agent\PowerShell
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The Result
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The Fix
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Intermezzzzzzzo… 

• Hijacking PowerShell commands: Masquerading persistence 
on the system

• PowerShell profiles, Proxy functions
• Write-Output -> Start-Process

Source: https://security-garage.com/index.php/es/malware/hijacking-powershell-commands-masquerading-persistence-on-the-system
Author: Santiago Gonzalez Ocana
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One more ? 
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Cortex XDR agent
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Cortex XDR agent – Modify XDR Logging location

The vulnerability:
• The python scripts is considering

the environment variable 
“log_name”

C:\ProgramData\cyvera\LocalSystem\Python\scripts\service_logger.py 
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Cortex XDR Agent – Modify XDR Logging location

• Modify XDR Logging 
location

• Environment Variable 
manipulation

• Messing with logging and 
Cortext XDR agent 
functionality

• Impact on integrity
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Cortex XDR agent – Modify XDR Logging location

• POC Exploit:
• Create a system env. variable 

„log_name“
• Set the value to 
..\..\..\Program Files\Palo Alto Networks\Traps\cyreport.exe
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Cortex XDR Agent – Modify XDR Logging location

The vulnerability:
• The python scripts is 

considering the environment
variable “scripts_dir”
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Cortex XDR Agent – Modify XDR Logging location

• Create a new folder C:\tools
• Then place into this folder an 

arbitrary executable and 
rename it to winpmem.exe.

• Create a new system
environment variable

Variable name: script_dir
Variable value: C:\tools\



© 2023 NIL – part of Conscia, Security Tag: PUBLIC 28

Cortex XDR Agent – Modify XDR Logging location

• Wait for SOC using the Cortex 
XDR web application to initiate 
a memory dump. (Incident 
Response -> Response -> 
Action Center -> New Action -> 
Memmory Collection … )

• Cortex-xdr-payload.exe will 
launch our executable in 
C:\tools\winpmem.exe
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The Fix
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IT for a Better Life

nil.com


